ByxrantepcbKuii 06nik

YK 657.6:004.056
JEL Classification M41, M42, G32, L86
DOI https://doi.org/10.33146/2518-1181-2026-2(112)-44-52

The Impact of Cyber Riskson the Functioning of the Accounting System
and Their M anagement

Tetyana Demchenko®

Abstract. The rapid digitalization of accounting and the growing reliance of accounting systems on information and
communication technologies increase their vulnerability to cyberattacks, data leakage, unauthorized access, and the
compromise of the integrity of financial information. Therefore, the devel opment of effective approaches to identifying,
assessing, and managing cyber risks is particularly relevant to ensure the continuity of the accounting system, the
reliability of reporting, and the protection of accounting data. The article aims to reveal the impact of cyber threats on
the enterprise's accounting system and to substantiate approaches to managing cyber risks in the context of the
digitalization of management. This study is based on accounting information systems and a risk-based approach to
managing cyber risks. From this point of view, accounting systems are integrated information environments where the
processing of financial data depends on cybersecurity mechanisms and IT management. The study also applies the
concept of cyber risk management, which integrates cybersecurity into corporate governance and internal control
systems. Accordingly, cyber risks are interpreted not only as technical threats but also as structural factors that affect
the reliability of financial reporting and decision-making processes. The article offers an overview of modern cyber
risks, analyzing the trends of their evolution and spread. The results of the study show that effective cyber risk
management requires an integrated approach that combines technical means of information protection, organizational
measures, and improvements to the internal control system. Therefore, enterprises should integrate cybersecurity
principles into the accounting system to ensure the integrity and reliability of financial information. The results of the
study serve as a basis for improving risk management approaches to enhance information security for enterprises.
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BruiuB ki0eppu3ukiB Ha PYHKIIOHYBAHHS CHCTEMH OYXTaJTEePCbHKOro 00Ky
Ta yNpPaBJiHHA HUMHU

1
Tersina [leM4eHKO
Y Vivanceuii nayionanvuuii ynisepcumem, Ypaina

Anomayin. Cmpivka yugpogizayis Oyxearmepcbkoeo 00IIKY ma 3POCMAHHA 3ANeXHCHOCHI 00NIKOGUX cucmem 6i0
IHGOPMAYIIHO-KOMYHIKAYIIHUX ~ MEXHON02IL  NIOGUWYIOMb  IXHIO 6pasiugicme 00 Kibepamakx, 6umoky OaHux,
HeCaHKyIOHO8AH020 OOCMYNY Ma NopyulenHs yiricnocmi @inancosoi ingpopmayii. Biomax ocobaueoi akmyanvHocmi
Mae Habysae po3pobieHHs egheKmusHUX nioxo0ie 00 I0eHMu@IiKayii, OYiHIOGAHH MA YAPAGLIHHA KIOepPUZUKAMU 305
3abe3neuenns 6esnepepeHoCcmi (PYHKYIOHYBAHHA cucmemu OyXedanmepcbko2o 00Ky, 00CMOBIPHOCMI 38iMHOCMI ma
3axucmy obnikosux oanux. Memow cmammi € po3skpumms 6naugy Kibep3azpo3 Ha cucmemy OyxeanmepcbKo2o 00niKy
nionpuemcmea ma 0OIPYHMYSaHHs NiOX00I8 00 YNPAGLIHHA KIOeppusukamu 6 KOHmeKcmi yugposizayii ynpasiinHsi.
Teopemuuna ocHo8a yb020 OOCIONCEHH 6A3YEMBCS HA IHGOPMAYITIHUX cucmemax Oyxeanmepcbko2o 00Ky ma pusuK-
OpiEHmMOBaHOMY RIOX00i 00 YnpaeniHHs Kibeppuszuxamu. 3 yiel mouku 30py, cucmemu OyXearmepcvkoco 001Ky
PO32120a0mbcs AK iHme2posani inghopmayiiini cepedosuuya, 0e 06podOKa PIHAHCOBUX OAHUX 3ANENHCUMb BI0 MEXAHIZMIE
Kibepbesnexu ma ynpaeninus IT. ¥V docnioscenni maxoic 3acmocogyemvbcsa Konyenyis ynpasiinmsa Kibeppusukamu, aKa
inmezpye Kibepbesneky 6 cucmemu KOPNOPAMUBHO20 YNPAGNIHHA mMa 6HYMPIWHb020 KOHMponio. Bionosiowo,
Kibeppusuxu iHmepnpemyrmscs He quuie K MexXHIuHi 3azpo3u, aie i AK CMpPYKMypHi (pakmopu, wjo eniueaoms Hd
HaOoHicmb  piHanco6oi 36imuHocmi ma npoyecu npuunsmms piwens. Cmamms RPONoHye 02150 CYYACHUX
Kibeppu3suxie, ananizyrouu meHoenyii ix esoaroyii ma nowupenHs. Pesynomamu Oocnidscenns 0osodsms, wo
epexmusHe ynpagiinHs Kibeppusukamu nompedye KOMIIEKCHO20 NiOXo0y, KUl NOEOHYE MEXHIYHI 3acobu 3axucmy
iHGhopmayii, opeanizayitini 3axo0u ma B0O0CKOHANEHHA cucmeMu 6HYmMpiuHbo20 Konmpoiato. Omowce, NpuHyunu
Kibepbesnexu nogunHi Oymu inmezpoeani 8 cucmemy 0yxeaimepcoko2o 00Ky, Wo € GANHCIUBOIO YMOBOIO 3A0e3neYeHHs
docmosiprocmi Qinancoeol ingpopmayii. Pezynomamu 00CHIONCEHHS MONCYMb OYyMu UKOPUCMAHL OJis1 600CKOHANICHHS

nioxo0ig 00 YNpasiiHHA PUSUKAMY Ma NIO8UWEHHs. PIGHS IHDOpMayiliHoi b6e3nexu nionpuemcms.

Knrwuosi cnoea. «rideppusuxu,

Oyxearmepcokuil 00K, YNPAGNIHHA PUSUKAMU,

yugposizayis, «ribepbesnexa,

iHGhopmayitina beznexa, QiHancosa 36IMHICMb, BHYMPIWHIL KOHMPOb, 00IK08I IHopMayitini cucmemu.

INTRODUCTION

The digital transformation of business processes
increases enterprises’ dependence on information systems
that process accounting and financial data. Under these
conditions, traditional approaches to accounting
organization no longer ensure an adequate level of
information protection and require consideration of new
types of risk. The integration of cyber risks into
enterprise management systems and internal control
frameworks is becoming increasingly relevant.
Aninsufficient level of cybersecurity may not only lead
to data loss but also distort financial reporting and violate
accounting procedures. Thus, the study of the impact of
cyber threats on accounting systems represents an
important research task.

LITERATURE REVIEW

Nowadays, researchers place significant emphasis on
cyber risks within accounting systems and enterprise
accounting information systems. In particular, they regard
cyber risks as an integral component of modern
Accounting Information Systems (AlS), forming an
interdisciplinary research domain at the intersection of
accounting, information technologies, and cybersecurity.
Thus, current studies increasingly shift from fragmented
descriptions of cyber threats toward the development of
integrated cyber risk management models to ensure the
reliability of financial reporting and the effectiveness of
internal control systems.

In particular, Cram et al. (2023) propose a conceptual
model of cyber risk governance in AIS, where
cybersecurity is embedded within corporate governance
and internal control systems. They state that the effective
functioning of accounting systems requires multi-layered
data protection, access control mechanisms, and
continuous monitoring of cyber threats, which
collectively form the foundation of modern risk
governance in accounting information systems.

A similar approach is developed by Chowdhury et al.
(2022), who propose a risk-based framework for
integrating cybersecurity into AlS. The researchers argue
that cyber risk management should be embedded within
financial accounting processes and internal control
systems, thereby mitigating the impact of cyberattacks on
the accuracy, completeness, and reliability of financia
reporting.

Monteiro and Cepéda (2021) examine the
transformation of accounting information systems in the
digital era. They found that adopting cloud technologies,
big data analytics, and automated information processing
systems enhances accounting efficiency; however, it
simultaneously widens the scope of cyber threats and
increases the need for cyber resilience in accounting
systems.

By paying special attention to the impact of artificial
intelligence on accounting systems, Zhang et al. (2023)
analyze the ethical and organizational implications of Al
implementation in managerial accounting, emphasizing
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that automation of financial processes improves
efficiency but also introduces new risks to the integrity,
transparency, and controllability of financial data. This
study highlights the growing role of cybersecurity as a
core structural component of digital accounting
environments.

Empirical studies and analytical reports confirm the
increasing scale and complexity of cyber threats.
The Radware (2025) report documents a significant rise
in DDoS attacks, indicating intensified cyber risk
exposure in the global digital environment. Similarly,
Cognyte (2025) reports an increase in stolen credentials
and the expanding use of artificial intelligence in
cybercrime, further elevating the risk of unauthorized
access to corporate information systems.

Ukrainian scholarly research complements these
international approaches. Vavilenkova (2024) examines
risks associated with cloud technologies in accounting
systems, identifying data leakage and dependence on
external infragtructure as key vulnerabilities. Muravskyi et
al. (2021) classify cyber risks in accounting, emphasizing
their impact on the reliability of financial reporting and the
effectiveness of internal control systems.

Struk (2026) provides a comprehensive assessment of
the cybersecurity of accounting information in the context
of innovative enterprise development, demonstrating the
direct impact of cyber incidents on the quality of financial
information, the continuity of accounting processes, and
the stability of internal control systems. She emphasizes
the need to integrate cybersecurity as a systemic
component of accounting rather than merely an external
technical tool.

According to the State Service of Specia
Communications and Information Protection of Ukraine,
more than 60% of cyber incidents originate from phishing
attacks, highlighting the critical role of the human factor
within the structure of cyber risks. Taking these trends
into account, Prokofieva and Bespalova (2024)
substantiate the need to develop comprehensive cyber
risk management strategies in the context of digital
economic transformation.

Finally, Sigaiev and Volovyk (2017) analyze the
mechanisms of botnet formation as tools for large-scale
cyberattacks, posing a serious threat to the stability of
enterprise information systems.

Thus, the literature review demonstrates a clear shift
from descriptive studies of cyber threats toward the
conceptualization of cyber resilience in accounting
systems and financial reporting processes, in which cyber
risks are recognized as a key determinant of reporting
reliability and internal control effectiveness.

RESEARCH OBJECTIVE

This article aims to investigate the impact of cyber
threats on the enterprise accounting system and to
determine approaches to cyber risk management in the
context of the digitalization of the economy.

RESEARCH METHODOLOGY

The theoretical framework of this study is grounded
in Accounting Information Systems (AlS) and a risk-
based approach to cyber risk management. Within this
perspective, accounting systems are considered
integrated information environments where financial
data processing depends on cybersecurity and IT
governance mechanisms. The study also adopts the
concept of cyber risk governance, which integrates
cybersecurity into corporate management and internal
control systems (Cram et al., 2023). Accordingly,
cyber risks are understood not only as technical threats
but also as structural factors that affect the reliability
of financial reporting and decision-making processes.
Therefore, cyber risk management is viewed as a
multi-layered  framework  combining technical,
organizational, and governance-level  controls.
The conceptual model links AIS principles with cyber
risk governance to explain the relationship between
cyber threats, accounting information integrity, and
internal control effectiveness.

The information base of the study comprises:

— peer-reviewed scientific publications by domestic
and international scholars on cyber risks, accounting, and
information systems;

—analytical reports of international cybersecurity
organizations and companies (Radware, Cognyte, NCC
Group);

— regulatory and methodological materials of the State
Service of Special Communications and Information
Protection of Ukraine;

— open-source datasets and publicly available reports
on cyber incidents and cyber threats.

These sources represent the contemporary stage of
digital economic transformation and reflect current global
and regional trends in cyber risk evolution.

The author applies the following research methods:

Analysis and synthesis — to systematize theoretical
approaches to cyber risk interpretation and to assess their
impact on accounting systems.

System approach — to consider accounting as an
integral component of enterprise  information
infrastructure operating under conditions of digital
transformation and technological interdependence.

Comparative analysis — to classify major types of
cyber threats and evaluate their implications for
accounting processes and financial reporting.

Abstraction and generalization — to derive generalized
conclusions regarding the impact of cyber risks on
enterprise financial and economic functioning.

Content analysis — to examine scientific publications
and analytical reports to identify dominant cyber threats
and contemporary risk management approaches.

Visualization of research results was achieved
through figures and tables.
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RESULTS

In the current economic and social conditions of
business functioning, digitalization is transforming the
classica model of risks. Alongside traditional risks
(credit, currency, interest rate, inflation, and liquidity
risks), new types of risks are emerging, including cyber
risk, algorithmic risk, datalossrisk, IT failure risk, digital
fraud risk, and dependence on cloud services. Thus, risks
can be characterized as becoming faster, more global,
harder to predict, and increasingly intangible.

The impact of these risks on the enterprise accounting
system becomes particularly significant, as the
accounting system serves as a key source for the
formation, storage, and processing of financial
information. In a digital environment, accounting is
evolving into an information-analytical system that
depends on the quality of IT infrastructure and software,
aswell asthe level of cybersecurity protection.

Figure 1 presents the main types of cyber risks in the
enterprise accounting system.

[ CYBER RISKSIN THE ACCOUNTING SYSTEM ]
v v
/ SOCIAL \ f MALWARE \ / INFRASTRUCTURE \
ENGINEERING ATTACKS
Phishing Viruses DDosS attacks
Vishing Trojans Server compromise
Fake financial websites Spyware Cloud infrastructure attacks
\ / \ Ransomware /

v

IMPACT ON ACCOUNTING SYSTEM

Quaw

Unauthorized access to accounting data
Data loss or encryption

Distortion of financial information
Interruption of accounting processes

Figure 1. Classification of Cyber Risksin the Accounting System

Source: compiled by the author.

Cyber risks directly affect the reliability and
completeness of accounting information, which may lead
to the distortion of financial statements, loss of primary
accounting documents, disruption of the continuity of the
accounting process, and a decrease in trust in an
enterprise’s financial data. Figure 2 presents the model of
the impact of cyber risks on the enterprise accounting
system.

Accounting functions not only as a system for
recording business transactions but also as an object of
cybersecurity, requiring the implementation of cyber risk
management procedures, internal control mechanisms,
and information security measures.

Since cyber risk is defined as the probability of
financial losses resulting from the disruption of
information systems, unauthorized access, or data
destruction, the following classification of cyber threats
can be distinguished:

1. Socia engineering, which is based on
psychological manipulation of individuals aimed at
inducing them to disclose confidential information (such
as passwords or card numbers) or to perform harmful
actions (such as money transfers or installation of

malicious software). Instead of breaking technical
systems, attackers “break” the human factor by exploiting
emotions, trust, or fear. The main types of social
engineering include:

Phishing, which involves the mass distribution
of fraudulent emails or messages that imitate official
requests from banks, social networks, or service providers
(e.g., “update your password,” “your account has been
blocked”) (NCC Group, 2024). The aim isto persuade the
user to follow a malicious link or open an infected file;

Vishing, which refers to telephone fraud where
attackers impersonate bank employees, police officers, or
support agents in order to obtain card details (CVV
codes, passwords) or to induce money transfers;

Fake financial websites, where fraudulent web
resources visually replicate well-known banks, payment
systems, ticket booking platforms, or classified services.
Users themselves enter their login credentials or card
data, which attackersthen steal.

Protection against these threats requires not sharing
personal data, carefully verifying website URLs, and
critically assessing urgent or pressure-based requests.
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Figure 2. The Impact of Cyber Riskson the Enterprise Accounting System

Source: compiled by the author.

2. Malware (malicious software) refers to the use of
programs designed to steal data, damage systems, or gain
unauthorized access to devices:

Viruses, which are capable of self-replication and
infecting files;

Trojans (Trojan  horses), which disguise
themselves as legitimate software, thereby tricking users
into installing them manually;

Spyware, whose purpose is the covert collection of
information about an organization's activities (such as
browsing history, entered passwords, and personal data)
and its transmission to attackers. Typical signs include
slower computer performance, the appearance of
unwanted advertisements, and changes in browser
settings. Examples include keyloggers (which record
keystrokes) and other Trojan-based spyware tools;

Ransomware (encryption malware) is primarily
motivated by financial gain through extortion. Once
installed on a device, it encrypts documents, photos, and
databases, making them inaccessible. A message is then
displayed demanding payment (usually in
cryptocurrency) for the decryption key. However, even

after payment, there is no guarantee that the data will be
restored.

Protection against these threats requires using
antivirus software, keeping software up to date, avoiding
opening suspicious email attachments, and maintaining
regular backups of important data.

3. Infrastructure attacks are cyberattacks aimed at
disrupting the operation of fundamental components of I T
networks (servers, network equipment, and cloud
services), thereby making online resources unavailable to
users. Their primary objective is to exhaust system
resources (memory, processor capacity, bandwidth),
compromise systems for data theft, or paralyze business
processes. The main types include:

DDoS (Distributed Denial of Service) attacks
(Cognyte, 2025) involve the massive overloading of a
server or website with fake traffic generated by thousands
of infected devices (botnets) (Sigaiev & Volovyk, 2017).
As a result, the website becomes extremely slow or
completely unavailable to legitimate users. Such attacks
may be volumetric (flooding network bandwidth),
protocol-based (exhausting system resources), or
application-layer attackstargeting web servers;
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Server compromise, which refers to unauthorized
access to server control through software vulnerabilities,
weak passwords, or malware (Prokofieva & Bespalova,
2024). In such cases, attackers may steal confidential data
(e.g., customer databases), delete information, install
ransomware, or use the compromised server to distribute
Spam;

Cloud infrastructure attacks that target cloud service
providers (such as AWS, Azure, and Google Cloud) or

misconfigured cloud storage systems (Radware, 2025).
These attacks may result in data leakage from open cloud
storage containers (e.g., S3 buckets), theft of cloud
resources for cryptocurrency mining, or complete
disruption of cloud-based applications.

In 2024, a significant increase in global cyber threat
activity was observed, with the number of cyber incidents
continuing to rise (Figure 3).

Number of registered cyber incidents (2022—-2025)

7000

6000

5000

4000

3000

2000

1000

2022 2023

2024 2025

Figure 3. Trend of registered cyber incidentsin Ukraine (2022—2025)
Source: Compiled by the author based on official CERT-UA data (2022—2025).

According to international analytical reports, the
number of ransomware-related attacks exceeded 5,200 in
2024, arecord level in recent years (Radware, 2025).

An approximately 28% increase in the volume of
stolen credentials was also recorded compared to the
previous period, significantly increasing the risk of
unauthorized access to enterprise information systems
(Chowdhury et al., 2022). In addition, a sharp rise in
DDoS dtacks was observed, with their scale in 2024
increasing several times compared to the previous year
(Cognyte, 2025).

In 2025, cyber incidents in Ukraine were
predominantly characterized by malware-based attacks
and social engineering techniques. The structure of
incidents reflects the multi-stage nature of cyber threats,
where malware distribution and infection processes play a
central role. The largest share of incidents was associated
with maware distribution (34.7%), indicating the
systematic and large-scale deployment of malicious
software targeting information systems (CERT-UA,
2025). Phishing remained the second most prevalent
method (29.2%), confirming the continued high
dependence of cyber threats on the human factor (CERT-
UA, 2025).

A considerable proportion of incidents was also
linked to malware infections (16.7%), reflecting the
execution phase of multi-stage attack vectors aimed at
gaining unauthorized access to information systems
(CERT-UA, 2025). Account compromise cases accounted
for 7.2%, representing a less frequent but highly critical
type of incident often used as an entry point for further
malicious activities (CERT-UA, 2025). Other types of
cyber incidents constituted 12.3%, demonstrating the
diversity and continuous evolution of cyber threat vectors
(CERT-UA, 2025).

Overall, the findings reported by CERT-UA (2025)
indicate a shift toward large-scale automated attacks and
social engineering techniques, highlighting the growing
importance of  human-centric  vulnerabilities in
cybersecurity systems. Figure 4 presents the distribution
of cyber incidents by type in 2025.

The results confirm that malware-related attacks and
phishing dominate the cyber threat landscape in 2025,
highlighting the growing role of automated attacks and
human-factor vulnerabilities.

Overall, global trends indicate an increasing
complexity of cyber threat structures, their growing
automation, and rising financial losses for businesses
(Table 1).
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Figure 4. Structure of cyber incidentsin Ukraine by type (2025)
Source: Compiled by the author based on official CERT-UA data (2025).

Table 1. Classification of Cyber Risksand Their Impact on the Enterprise Accounting System

Cyber Risk Category Types of Cyber Threats

I mpact mechanism

I mpact on Accounting
System

Phishing, vishing, fake

Social engineering financial websites

Psychological manipulation
of usersaimed at obtaining
confidential information
(logins, passwords, banking
credentials)

Unauthorized access to
accounting systems,
distortion of financial data,
fraudulent transactions

Malware (malicious Viruses, Trojans, spyware,

System infection, data theft
or encryption, covert
monitoring of user activity

Loss of primary accounting
documents, system locking,
disruption of accounting
continuity, financial losses

software) ransomware
DDosS attacks, server
Infrastructure attacks compromise, cloud
infrastructure attacks

Overloading or
compromising I'T
infrastructure, disruption of
system availability

Unavailability of
accounting systems,
interruption of accounting
processes, risk of dataloss
or leakage

Source: compiled by the author based on (Chowdhury et al., 2022; Cram et al., 2023; Verkhovna Rada of Ukraine,

2023; Radware, 2025).

The updated classification provides a more
comprehensive view of cyber risks by integrating their
mechanisms of impact and appropriate control measures
within enterprise accounting systems.

Protection against such threats typically includes
using  specialized DDoS  protection  services
(e.g., Cloudflare, AWS Shield), regularly updating
software, implementing multi-factor authentication
(MFA), and configuring firewalls. A firewall (network
firewall or inter-network screen) is a software- or
hardware-based security barrier that monitors and filters
incoming and outgoing internet traffic according to

predefined security rules. It acts as a protective shield,
preventing unauthorized access, cyberattacks, viruses,
and malicious content by separating trusted and untrusted
networks.

Thus, the financial consequences of cyber incidents
for businesses may include direct financial losses,
regulatory fines, legal costs, client compensation, a
decline in market value, and reputational damage.
Accordingly, cybersecurity emerges as a key component
of an enterprise’'s financial security.
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CONCLUSIONS

The study has shown that the digitalization of
economic processes significantly transforms the nature of
risks, giving rise to a new class of threats —cyber risks —
which are systemic in nature and directly affect the
functioning of enterprises. Cyber risk is the probability of
financial losses from disruptions to information systems,
unauthorized access to data, or data destruction, thereby
increasing the vulnerability of modern accounting and
information systems.

The synthesis of theoretical approaches enabled the
systematization of the main groups of cyber threats,
including social engineering, malicious software, and
infrastructure attacks. Each of these groups has specific
mechanisms of impact; however, al of them lead to the
violation of the integrity, reliability, and availability of
accounting information.

Thus, accounting in a digital environment is evolving
into a critical enterprise information system, directly
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