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Abstract. The concept of open banking emerged less than 10 years ago, but today, millions of people in Europe use
open banking products. In particular, in the UK, more than half of consumers have used them at least once.
In Azerbaijan, the Central Bank took the first step towards implementing open banking in 2018, creating an instant
payment system. In October 2021, the Central Bank of the Republic of Azerbaijan presented the Open Banking
Roadmap for 2021-2025. This study reflects the current situation of introducing the open banking model in Azerbaijan.
The primary research objective is to provide an overview of the open banking landscape in Azerbaijan, enhance
information accessibility, and position it as a subject for comparative analysis with open banking practices adopted in
various global regions. The author used qualitative methodology, including content analysis and comparison methods,
to assess the readiness of the current financial sector for the open banking approach, its features, the devel opment of
third-party providers (TPPs), and the interest in the open banking approach. The official website of the Central Bank of
the Republic of Azerbaijan and the results of previous independent research are the sources of data on open banking in
Azerbaijan that were used for the analysis. The analysis revealed a limited development of TPPs offering open banking
services and deficiencies related to the structural aspects of explicit consent in Azerbaijan. Although the
implementation of open banking in Azerbaijan is somewhat later than in other countries, the steps taken by the
government indicate a prospect for the rapid development of the open banking model. An important step in this
direction was the adoption of the Law "On Payment Services and Payment Systems' covering open banking, the
acquisition of licenses by TPPs within the framework of the regulatory approach, support of open banking services, and
API support. Azerbaijan's current open banking development follows the regulatory-based European model and the
Berlin Group standard for API security. It is considered more secure than other market-based and hybrid approaches
in ensuring customer safety in open banking. For the faster development of the open banking model in Azerbaijan,
features such as ease of use, speed of transactions, security, elimination of forced dependence on multiple banking
applications using TPPs, and the ability to control personal financial data features should be presented to the society
with social networks, and other by means.
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®iHaHcK Ta onoAaTKyBaHHA
Aniak0ap AoGacoB

Asepbaiiodcancorutl 0eparcasruli exonomiynull ynisepcumem, M. baxy, Azepbaiiosican

Po3BUTOK BIAKPHUTOr0 0AHKIHIY TA aHAJI3 CTOPOHHIX MOCTAYAJIbHUKIB
B AzepOaiizKaHi

Anomauin. Konyenyis 6ioxkpumozo 6ankiney 6UHUKIA BIOHOCHO HEOA6HO, ale 6xce cbo200Hi y €eponi npooykmamu
BIOKPUMO20 OAHKIHZY KOPUCMYIOMbCS MIbUOHU todell. 3okpema, y Benuxit Bpumanii 6inous sk nOI0GUHA CRONICUBAYIS
3a0isnu ix xoua 6 pasz. B Asepbavioscani llenmpanohuii 6ank 3podué nepuiuti Kpok 00 6NPOBAONCEHHS GIOKPUNO20
oanxiney 6 2018 poyi, cmeopuswu cucmemy mummesux niameoncis. Y ocosmni 2021 poxy ILlenmpanvuuii 6aux
Pecnybnixu Azepbaiioscan npedcmasus J{opodicHio kapmy po3sumky eioxkpumoeo baunxiney na 2021-2025 poxu. Mema
Yb020 00CHIONCEHHS — NPE3CHMY8aAmMuU 02180 1aHowagdmy ei0Kpumozo bankiney 6 Azepbatioxcani, pe3yrivmamu siIKO2o
0y0ymb OCHOBOIW 0/l NOPIGHANLHO2O AHANIZY 3 NPAKMUKON BIOKPUMO20 OAHKIHZY, NPUUHAMON 8 PI3HUX pe2ioHax
csimy. Asmop eukopucmas sKicHy mMemoooozit, GKI0UAOYU KOHMEHM-aHALI3 Ma Memoou NOPIGHAHHSA, W00 oyiHUmMuU
20MoGHicMb cy0’ €KMi6 IHaAHC08020 CeKMOPY 00 BRPOBAONHCEHHA BIOKPUMO20 OAHKIHEY, 11020 0CODIUBOCHIE, PO3BUMOK
CMOPOHHIX NOCMAYANbHUKIE ma 3ayikasienicms y moleni 6i0kpumozo 6amkiney. [ocepenamu iHgopmayii npo
giOKpumull 6ankine 6 Asepbaiiddcani, Axa 6y1a euxopucmana 01a ananizy, € ogiyiinui caum Llenmpanvrnozo b6auky
Pecnybniku Azepbatioscan ma pe3yiomamu NONEPeoHix He3anedcHux 00caiodiceHb. Pesyrbmamu nposedenoco ananisy
BKA3YIOMb HA 0OMEINCEHUL PO3BUMOK CIMOPOHHIX NOCMAYAIbHUKIE, WO NPONOHYIOMb NOCIYeU 8IOKPUMO20 DAHKIHZY, d
Maxoxdc HeOoNiKU, Noe6 sA3aHi 3I CMPYKMYPHUMU ACHEeKMAMU s6HOI 3200u 6 Azepbaiiddcani. Xoua 6npoeaodiCceHHs
8IOKpUMO20 bankinzy 6 Azepbaiiodcani 6i00ysacmbcst Oewo NisHiule, HIdC 8 THWMUX KPAiHax, KpOoKU, 3p00aeHi ypsioom,
BKA3YI0OMb HA NEPCHEKMUBY WBUOKO20 PO3BUMKY MOOENi GIOKpumozo OauKinzy 6 Kpaiui. Badjciusum Kpokom y ybomy
Hanpsamky cmano npuinamms 3axony <«lIpo naamidxcui nociaysu ma NAAMINCHI  cUCEMU», AKUL CMOCYEMbCS
BIOKpUMO20 OAHKIHZY, OMPUMAHHS NIYeH3iU CMOPOHHIMU NOCMAYATbHUKAMU 6 DAMKAX Dpe2yIAmOpHO20 NioxXoody,
niOMpUMKU NOCAye BIOKpUmMo2o baukinzy, ma mexniynoi niompumxu APl. Ilomoynuii po3eumox 6i0kpumozo OaHKinzey 6
Aszepbatioxcani cridye egponeticokill Mooeni, wo 6azyemvpcs Ha HopmamusHux akmax i cmanoapmi Bepnincoroi epynu
wooo 6esnexu APl. Leii nioxio esascaemvcs Oinvui Oe3newHuM, Hidxc iHWI puHKo8i ma 2ibpuoHi nioxoou uooo
3a6e3neuents 6e3nexu KIiEHMIi8 y GIOKpUmux OaHKI@CoKUXx onepayisax. [na weuouio2o po3gumky mooeni 8i0Kpumozo
bankiney 6 Azepbauiddicani maxi QYHKyYil, IK RPOCMOMA UKOPUCMAHHS, WEUOKICMb MPAH3aKYill, 6e3neKa, YCYHeHHs
BUMYUIEHOL 3AN1€IACHOCTI 8I0 KIIbKOX OAHKIGCOKUX O00AMKIG I3 GUKOPUCIAHHSAM CIMOPOHHIX NOCMAYANbHUKIS, A MAKOJIC
MOACIUBICTD KOHMPOTIOEAMU 0COOUCHI (DIHAHCOBI OaHI, NOBUHHT OYMU NPeOCMABIeHi Ha PO32s0 CYCRiTbCMEd.

Knrouosi cnosa: sioxpumuii Oaukine, Qinmex, cmOpoHHI NOCMAYATbHUKU, Pe2yll08AHHA 8 DAHKIBCbKOMY CeKmopi,
bepnincvra epyna, nepecnanyma J{upexmusa npo niamigicHi nociyau.

INTRODUCTION

Open banking has continued to grow rapidly
worldwide in recent years. Despite the availability of
information on the implementation of open banking in
different countries, it was observed that the literature
review on open banking in Azerbaijan is quite limited,
and the availability of information on the implementation
and current state of open banking isamost at alow level.
In this regard, this study presented the results reflecting
the current situation on the introduction of open banking
in Azerbaijan.

Firstly, this study presents the concept of open
banking, the history of open banking development in
Azerbaijan, and the role of the Centra Bank as a
regulator in the application of open banking.
It investigated the API security standard and defined the
steps to increase the potential of using open banking in
Azerbaijan. In the last part, based on the survey results on
open banking conducted by the Centra Bank of the
Republic of Azerbaijan between Banks and Third-Party
Providers (TPPs), the author evaluated the interaction of
the parties, API support, awareness, and approach to open
banking. In addition, the article raises some issues on
open banking service support in Azerbaijan.

THEORETICAL BACKGROUND

Open Banking

The open banking model involves sharing customer
financial information with third parties through
standardized APIs or secure channels within the
framework of national legislation based on their consent.
The Bank of International Settlements and Organization
for Economic Co-operation and Development defines the
concept of open banking as follows: "Open banking is the
sharing and leveraging of customer-permissioned data by
banks with third-party developers and firms to build
applications and services, including, for example, those
that provide real-time payments, greater financia
transparency options for account holders, marketing and
cross-selling opportunities.” (Bank for International
Settlements [BIS], 2019, p.4) and "The concept of Open
Banking is generally well understood as the practice of
sharing banking data via standardized and secure
interfaces at the request of clients." (Organization for
Economic Co-operation and Development [OECD],
2023, p.6). Also, open banking is defined as "an initiative
which facilitates the secure sharing of account data with
licensed third parties through Application Programming
Interfaces (APIs), empowering customers with ownership of
their data' (O'Leary et a., 2021). The European Banking
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Association defines open banking as "a bridge between two
worlds' and dlows customers to use fintech to access
banking services while aso combining the innovative
functions of banks and non-banks with infrastructure (Euro
Banking Association [EBA], 2016). Open banking is seen as
an evolution based on digitd technology that increases
customers control over their financial data and increases
trangparency in the banking sector (Mastercard, 2021). Open
banking alows licensed intermediaries to access client
financid information and accounts with customers explicit
consent (Heybotov, 2021).

Implementation of open banking will result in lower
costs of integrating with third parties, creating and
developing a digital environment, and expanding
opportunities for sharing and managing customer
financia information (Hasonov, 2022). "The advantages
of open banking include radica improvements in
customer experience and the ability to develop and
deliver financial products more quickly" (Zeynalova,
2023, p. 304). Open banking includes the benefits of
"working better together," "transaction without borders,"
and "making an impact on customers" (Zhou et d.,
2022). In addition to increasing financial inclusion, open
banking offers TPPs the opportunity to provide better
service and expand the ecosystem through customer
behaviour analysis (Osmanov, 2023a). "Open banking
also can address financial exclusion if properly designed”
(Plaitakis & Staschen, 2020).

Open banking development history in Azerbaijan

The United Kingdom ranks first among the leading
countries that play an important role in applying and
developing the open banking model. In 2016, the United
Kingdom became the first country to allow banks access
to customer data and adopt open banking (Giiney, 2023).
The Centra Bank of the Republic of Azerbaijan
implemented the first officia step regarding open
banking with the "Roadmap for the Implementation of
Open Banking"! covering the years 2021-2025. With this
presented road map, the data-based research of the
current open banking in Azerbaijan has been reflected,
which includes the survey results of banks and fintech, as
well as the approach and experience of the world
countries to the open banking model. Along with the
legal and technical approach to the open banking model
of Azerbaijan, the future timetable planned for the
implementation of open banking in the current financia
sector, as well as the setting of technical and security
standards, the evaluation and adoption of world
experience, has been mentioned.

Steps that were taken regarding Open banking in
Azerbaijan:

Vv On September 26, 2018, the Instant payment
system was created based on the "State Program for the
Expansion of Digita Payments in the Republic of
Azerbaijan in 2018-2020"%,

! https://www.cbar.az/page-716/open-banking-road-
map?anguage=en

2 https://www.char.az/page-479/instant-payments-system-
ips?anguage=en

3 https://upl oads.char.az/assets/ State%20programme. pdf

v October 2021, a strategic road map related to open
banking was presented®.

v In 2022, the integration of banks into the open
banking platform was completed, and the integration of
TPPinto this platform continued®.

v On July 14, 2023, the law "On Payment Services
and Payment Systems', which contains the legidative
basis of open banking, was adopted and entered into force
on October 14, 2023°,

Vv On January 31, 2024, the "Regulation on the
Application of the Special Regulatory Regime' was
approved and entered into force on February 14",

v On March 13, 2024, the "Regulation on the
implementation of strong customer authentication" was
approved®.

v From April 2, 2024, the application period for the
participation of currently operating fintech in the "Specia
Regulation Regime' has been announced, and the
application period coversthe date range of May 1-31, 2024°.

Vv As of September 30, 2024, 13 electronic money
ingtitutions and 8 payment institutions have received
licenses and the AniPay portal created by the Central
Bank of the Republic of Azerbaijan.

The Central Bank of Azerbaijan will further promote
the open banking model from 2024 (Osmanov, 2023b).
Ina regional meeting held by the Central Bank of the
Republic of Azerbaijan on June 14, 2024, with the
representatives of the central banks of Kazakhstan,
Kyrgyzstan, Uzbekistan, and Tgjikistan, issues related to
increasing the use of the instant payment system and the
impact of open banking on the development of fintech
were discussed (Markazi Asiya 6lkalarinin, 2024).

Open banking model in Azerbaijan

The open banking model in Azerbaijan includes a
regulatory approach (Hosonov, 2022). Azerbaijan applies
open banking based on the steps taken by the United
Kingdom and Europe on open banking as legidation.
Below, we will focus on some topics and questions that
the Centrad Bank of the Republic of Azerbaijan
mentioned in the "Roadmap for the Implementation of
Open Banking" regarding the implementation and future
activities of open banking in Azerbaijan.

* https://upl oads.char.az/assets/98ce036fa58c999a6e2874dfe. pdf
® https://report.az/maliyye-xeberl eri/merkezi-bank-bankl arin-
acig-bankcilig-platformasina-integrasi yasi-basa-catib/

® https.//e-ganun.az/framework/54872

7 https://www.char.az/press-rel ease-4507/on-approval -of -the-
regul ation-on-the-application-of-the-regul atory-
sandbox?language=en

8 https://e-ganun.az/framework/56660

® https://www.cbar.az/press-rel ease-4556/char-announces-
application-dates-to-participate-in-regul atory-
sandbox?language=en
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Figure 1. Gover nment-led open banking regimes around the world in 2021

Source: Babina, et al. (2024).

In 2021, the situation regarding open banking in
Azerbaijan was in the state of "discussion”, but currently,
as of 2024, it is possible to mark the situation regarding
open banking in Azerbajan as "implementation”.
The Law "On Payment Services and Payment Systems"
was adopted in 2023, which includes the Payment Service
Directive 2 (PSD2) legidation adopted in Europe and
adapted by the Central Bank of the Republic of
Azerbaijan on the financia sector and nationa
legidation, which is why we evaluate it as
"implementation”. The law "On payment services and
payment systems" supports the principles contained in the
open banking model (Osmanov, 2021). However, despite
the full implementation of the transition to open banking
for all banks by 2022, we cannot mark it as "fully
implemented” given the low level of awareness of open
banking in society and the weak development of TPPs.

1. Relationship of parties in open banking —
According to Article 62.1. of the Law "On Payment
Services and Payment Systems,” the Centra Bank
regulates the relationship between the parties
participating in the open banking model and controlstheir
activities. In addition to playing an important role in
implementing the open banking model and adopting
standards, the Central Bank of Azerbaijan Republic acts
as both a regulatory and supporting financial institution
(Osmanov, 2022). The development of services and
products will lead to the fact that the participation of the
Azerbaijan Central Bank, which is the supervisory
authority in the interaction of the parties, is based on
ensuring the control of compliance with security and
legislative requirements, which will lead to a more future-
oriented or completely innovative.

2. Security standards for Open Banking -
In Azerbaijan, the 15020022 standard has been
implemented in the infrastructure of the National
Payment System since 2021, and the transition was fully
ensured in 2022 (CBAR, 2022). The exchange of

information in the Instant Payment System (IPS) is
adapted to the 1SO 20022 standard according to item 3.1.
"Procedural rules for organizing the activities of
participants in the Instant Payment System". In addition,
according to item 3.3.4., the Open Banking module
(Open Banking REST API) is used for obtaining financial
information about customers. APl standards related to
open banking in Azerbaijan were developed based on the
Berlin Group NextGenPSD2 standard. Notably, 75% of
European banks follow Berlin Group standards (Berlin
Group, n.d.).

3. Security of customer data in open banking — It is
important to prevent security breaches that may occur
while sharing financia information related to the client
with the TPPs based on explicit consent and to protect the
confidentiality and completeness of the data. To ensure
security when sharing customer data in open banking,
Article 35. Authentication (PSD2 2015/2366 Article 97
Authentication) process of the law "On Payment
Services and Payment Systems' is applied:

When the payer accesses the remote payment
account (internet, phone, and other means);

When the payment transaction is performed
electronically;

When accessing a remote payment account
through various channels, during activities that lead to
risks due to the presence of fraud and various abuses;

The payment service provider must implement
strong customer authentication, which includes elements
dynamicaly linked to the amount of the transaction and
the recipient of the funds when the payment transaction is
carried out remotely in electronicaly;

Requirements for the authentication process are
determined by the Central Bank of Azerbaijan;

The payment service provider servicing the payer's
payment account shall ensure that the activity is
performed based on the authentication procedure used by
the payment initiation service provider and the account
information service provider.

18 06niK i piHaHck, Ne 4(106), 2024
p-ISSN 2307-9878, e-ISSN 2518-1181, www.afj.org.ua



Finance & Taxation

Legidlation-based information, requests, and other
issues related to customers' personal data are regulated by
thelaw " On Personal Data" . In open banking, the scope
of services and the option of sharing financia
information about customers with the TPPs is the full
legal right of the payment service user, who has the right
to share based on his explicit consent. The choice of
information to be shared should be determined on a
customer-based, self-selected basis, and the option to
withdraw consent at any time should be provided.
Acquisition, use, storage, and other approaches to
personal data are regulated by Article 8. Consent to
collecting and processing of personal data about the
subject and Article 9. Basic conditions for collecting and
processing personal data of the law "On Personal
Data".

Increasing the use of open banking

Due to the statistical increase in the use of digital
banking in Azerbaijan in recent years and the adaptability
of the population to innovations, it is possible to note that
with the introduction of open banking and its presentation
to customers, the usability of this model will be relatively
low at the initial stage but will increase in an upward
direction. By creating awareness about the use of open
banking within society, creating the right source of
information about its benefits, and encouraging its use
through promotional campaigns, the growth in the use of
open banking will be faster. Emphasizing the advantages
of using open banking, not only customer-based but also
related to business subjects, and more manageable cash
flow monitoring, we can mention the improvement of
financial management.

Steps taken to increase the use of open banking in
Azerbaijan:

Implementation of information process related to
open banking with banks, TPPs, CBAR, and mass media;

Informing and supporting business subjects
regarding the advantages and benefits they will get from
applying for open banking;

Specia discounts or privileges are applied to
purchasing financial services and products, as well as
products and services obtained through open banking
through commercial entities;

Expanding open banking through mandatory
implementation for certain services and products.

Promoting open banking by introducing a project
that will attract customer interest, such as
"VAT refund" *° or a different project.

The "VAT refund" project was accepted by the
implementation of Decree No. 414 of the President of the
Republic of Azerbaijan, dated December 20, 2018.
Nearly 3 million users were registered on the

19 The "VAT refund" project involves the refund of a certain
part of the VAT paid for goods purchased in cash (5%) and non-
cash (17.5%) from trade or catering facilities. The reason for
implementing this project is that it is aimed at expanding non-
cash payments and making the country's economy more
transparent.

Evdgerial.az portal, and 253 million 405 thousand manats
of VAT were refunded to users in the first six months of
2024™. While this result was 154 million 178.8 thousand
manats for 2023', it was 68.4 million in non-cash
payments in 2022. From May 2020 to the end of 2021,
307.6 million manats of VAT were refunded™.

RESEARCH METHODOL OGY

The author used qualitative methodology (comparison
and content analysis methods) to evauate the current
state of open banking in Azerbaijan, its development
history, steps to increase its use potential, and the service
potential of electronic money and payment organizations
licensed by the Centra Bank of the Republic of
Azerbaijan. In general, a comparative anaysis of the
open banking services of the licensed electronic money
and payment ingtitutions was carried out, and along with
this, examples and inconsistencies related to the approach
to open banking were noted based on a systematic
comparison. Also, the security, use, availability of
explicit consent, API support, and potential and currently
available open banking service support of customer data
related to open banking were investigated in detail using
the content analysis method for electronic money and
payment organizations. The comparative and content
analysis methods ensure that the research reflects the
current real situation regarding open banking in
Azerbaijan, the theoretical value of the obtained results,
and the detailed analysis of the data.

Information about open banking was obtained from
the official website of the Central Bank of the Republic
of Azerbaijan and each electronic money and payment
organization. The data necessary for the study were also
obtained using mobile applications of organizations that
support open banking.

RESULTS

A survey results on open banking in Azerbaijan
(CBAR, 2021) and the current situation in the TPP
sector

According to the evaluation of the "Roadmap for the
Implementation of Open Banking" covering 2021-2025
by the Central Bank of the Republic of Azerbaijan,
various statistics and approaches were obtained based on
asurvey of banks. According to the survey, 48% of banks
stated that public and private information about
customers is shared without any common technical
platform or means. 96% of the banks participating in the
survey support data sharing with APIs, while 44%
support sharing with TPPs. Also, 92% of banks have a
positive attitude towards implementing mutual activities
with TPPs. In open banking, explicit consent is
mandatory when sharing customer financial information
and is considered one of the most important parts of this
process.

Mhttps://azertag.azixeber/edv_nin_caytarilmasi_uchun_portalda
_3 milyona_yaxin_istifadechi_geyde_alinib-3101006
Phttps://azertag.az/xeber/oten_il_istehlakchilara_gaytarilan_edv
_nin_meblegi_154 milyon_manati_otub-2880952

13 https://azertag.az/xeberfistehlakchilara_400_milyon_mana
tdan_chox_edv_meblegi_geri_gaytarilib-2538410
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Consent under General Data Protection Regulation
(GDPR) Article 4(11) is "any freely given, specific,
informed and unambiguous indication of the data
subject's wishes by which he or she, by a statement or by
a clear affirmative action, signifies agreement to the
processing of personal data relating to him or her"
(GDPR, 2016). The GDPR does not define the concept of
explicit consent, but the European Data Protection Board
(EDPB) states that "The term explicit refers to the way
the data subject expresses consent” (EDPB 2020b, 20).
Explicit consent is required under the GDPR in cases
where there is a high risk related to the data type and the
data used by the subject, and a high level of control is
necessary (WBG, 2021).

According to the EDPB, the explicit consent should
structurally contain the following festures (EDPB 2020b):

In addition to being goal -oriented and informative,
the explicit consent must be clearly and comprehensibly
presented to the client with the rules and other
information;

According to Article 4(11) of the GDPR, the data
subject must give explicit consent in a completely free
and independent manner without coercion, deception,
intimidation, or other nuances;

Withdrawal of explicit consent given by the data
subject is legally the customer's right and is legally
reflected in Article 7(3) of the GDPR. In addition, if
explicit consent is given by the data subject with options
such as "click, swipe, and keystroke" it should be
possible to withdraw it in the same form and at any time.
Also, explicit consent given through any web page or
application interface must provide the client with the
possibility of withdrawal through that interface, and the
client should not suffer any financia loss during the
withdrawal of consent;

Confirmation of explicit consent by the data
subject should not only involve digital acceptance with a
simple click but should also include two-step verification.
In this case, the confirmation of the explicit consent given
by the data subject will be considered valid. During the
two-stage verification, in connection with the
confirmation of the explicit consent, the data controller
(the controller) sends the legislation and other regulations
containing the explicit consent to the data subject by
email. The data subject then receives a clickable
confirmation link or SMS message confirmation code
upon acceptance of this agreement.

Below is an example of a brief description of explicit
consent in the M10 fintech mobile application, which
includes account information and payment initiation
services related to open banking by PashaPay, an
Electronic Money Ingtitution licensed by the Central
Bank of the Republic of Azerbaijan:

"When registering for the use of M10 fintech, sending
and offering information about services and products to
the customer based on the "Consent on Personal Data,"
collection, processing, and transfer of data within the
framework of the agreement (also cross-border),
information about the customer that carries Bank secrecy
is transferred to Pasha Holding, its subsidiaries and it
can be provided and accessed by other entities belonging
to the Pasha Holding group, "Bakcel" LLC,

"Azerconnect" LLC, "Azercell' LLC and other third
parties. Data is stored, archived, and destroyed within
the framework of this consent agreement, as well as the
right to withdraw consent by applying to PashaPay at the
customer's request.”

The M 10 fintech explicit consent does not include the
following according to the explicit consent structure
outlined by the EDPB:

Although the explicit consent given
"keystroke," the customer must apply to
PashaPay to withdraw the explicit consent;

Lack of two-step verification of explicit consent
validation;

Failure to provide explicit consent withdrawal
functionality through the application interface;

Not providing a choice of what data to share on
open banking.

Also, other open banking license TPPs do not comply
with the open consent structure defined by the EDPB and
reflect the inconsi stencies mentioned above.

Obtaining customer financial information based on
the Privacy policy of M10 fintech™:

Payment account information
organization;

Payment transaction, credit, debit and other
payment card details;

Details regarding the organization that is servicing
to your accounts;

Credit history and loan repayment schedule;

Amounts of fundsin your payment accounts.

In addition, another fintech named "CIB by
FinDynamix" operates on open banking in Azerbaijan.
However, this fintech has not obtained any license from
the Central Bank of the Republic of Azerbaijan regarding
implementing open banking operations. In addition, we
can note that "CIB by FinDynamex" is a product of
"CIBPay" and is licensed by the Central Bank to operate
as a payment institution. In connection with the open
banking services of "CIB" fintech, it is stated in clause
4.1. of the "User Agreement"™;

"If the bank card added by the User to the Program
belongs to a bank with which the Company has signed an
agreement on open banking, the User allows the card
account information to be displayed in the Program and
processed by the Company and does not object.”

The AniPay’® portal, created by the Central Bank of
Azerbaijan, includes implementing transfers and
payments on the Ani Payment System via the mabile
application and the web. AniPay mobile application
provides clients of participating banks access to digital
banking services through the Instant Payment System.
AniPay maobile application provides open banking
services to clients. AniPay functionality has already been
presented to customers in the mobile applications of 15
listed banks (Ali Kerim, 2024). In addition, in connection
with the use of AniPay functionality through the Banks
mobile applications, customers are required to confirm a

is by
request

and details

14 https://m10.az/en/privacy-policy
% https://findynamix.com/agreement.html
18 https://anipay.az/anipay-portal
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consent application that carries bank secrecy and includes
the sharing of personal data. Also, as an example, the
expression "the right to withdraw the consent by
approaching the bank" for the withdrawal of the consent
given for AniPay through Birbank, which is a Kapital
bank mobile application, is mentioned, which is
completely contrary to the features of the open consent
for open banking according to the EDPB.

Banks, when implementing open banking in
Azerbaijan, mainly consider the advantages of
transparency and increased customer satisfaction related
to the sharing and management of customer information
more than the sale of services and products (CBAR).
However, with the introduction of open banking, the
advantage that TPPs will create over banks with payment
initiation and account information services may force
banks to change their current course of action and act as
data custodians.

In addition to the fact that 72% of banks do not
provide their services and products to the TPPs,

120%
100% 96%
80%
60%
44%
40%
20%

0%

legisation on the implementation of open banking was
not adopted during this survey period. Although 60% of
the surveyed banks associated the lack of regulation in
Azerbaijan as the main issue in the application of open
banking, even though a year has passed, the banks have
not widely and continuously implemented information,
news, and informative activities related to open banking.
While the Central Bank encourages the public to use open
banking through educational information and the
importance of open banking, TPPs are determined to be
the main party in promoting open banking (CBAR).
Suppose it is possible to feel the low information process
related to open banking around the immediate
environment. In that case, it is difficult for an ordinary
citizen to obtain information related to open banking
without personal research. So, the parties involved in the
open banking model must take serious steps to spread this
understanding.

92%
84%

2%

Support data sharing Support data sharing Mutual activities with Services and Open banking will be
with APIs with TPPs TPPs products are not offered with a
provided to TPPs  centralized platform
m Banks

Figure 2. Results of the survey conducted by the Central Bank on open banking in 2021

Source: CBAR (2021).

There are expectations that up to 84% of banks will
offer open banking to customers through the centralized
platform of the Central Bank of the Republic of
Azerbaijan. Because the number of fintechsin Azerbaijan
is currently small, with the emergence and development
of new fintech, CBAR acting as a supervisory body in
open banking and applying and constantly developing
more appropriate and innovative standards in security
matters, it would be more appropriate to present them
with a centralized platform. 40% of fintech participating
in the conducted survey stated that API-based payment
and financial services are provided to customers, but
20% stated that the level of information related to open
banking was insufficient, 30% stated that information
was available, and 10% said that API-based services are
planned to be provided soon. 80% of fintech companies
mentioned that information concerning payment
services is obtained through the Central Bank of the

Republic of Azerbaijan and the Electronic Government
Information System (EGIS). With the introduction of
open banking, customers will gain transparency and
increase their sales of services and products. Banks
believe that it takes between 6 months and one year to
implement open banking, while FinTech believes that
open banking can be implemented within six months.

Today, FinTech responds to innovation and
compliance more flexibly than banks. 40% of fintech
includes the mandatory participation of al banks in
implementing open banking, as well as the approach of
initially gradualy involving important banks in the
system and then sequentially participating other banks
(CBAR). Towards the end of 2022, the integration of the
banks operating in Azerbaijan into the open banking
platform was completed, and the integration of the TPPs
was continued (Abbasov, 2022).
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Table 1. Development of open banking institutionsin the Republic of Azerbaijan

Electronic Money I nstitutions Payment I nstitutions
Name of the institution Theeee a quisition of Name of the institution TheeEeer gcqwstlon of
the license the license
"A-Solutions Electronic 16.05.2024 "Token Azorbaycan" LLC | 16.05.2024
Money Institution" LLC — Odero
"United Payment" LLC 16.05.2024 "Global Innovations' LLC | 31.07.2024
— Epoint
"Modenis' LLC 05.06.2024 "Drakaris’' LLC —Yigim 31.07.2024
"PashaPay" LLC 27.06.2024 "Multi Solutions' LLC— | 28.08.2024
Msolution
"M obile Payment 08.07.2024 "M.A.X Sistemlori Plyus" | 12.09.2024
Solutions' LLC LLC
"Mpay" CJSC 11.07.2024 "CIBPAY" LLC 12.09.2024
"Paysis' LLC 11.07.2024 "FizzaPay" LLC 28.08.2024
"Qoldenpey" OJSC 17.07.2024 "Kabox" LLC 18.09.2024
"PulPal" LLC 24.07.2024
"K Group" LLC 12.09.2024
(BakiKart)
"Azerikard" LLC 12.09.2024
"Payriff" CJSC 31.07.2024
"Greentek Group" LLC 18.09.2024
Note: Licensed activity — carrying out cash inflow | Note: Licensed activity — acquiring payment

and/or outflow operations on the payment account, | transactions.
carrying out payment transactions by means of credit
transfer, direct debit, payment card or other payment
instruments, depositing funds to and/or from the
payment account, credit transfers, direct executing
payment transactions using credit transfer, direct debit,
payment card or other similar payment instruments,
acquiring of payment transactions, money remittances,
issuing e-money and execution of payment operations
with electronic money, payment initiation service,
account information service, mediation service for
conducting payment transactions, money transfers.

Source: https://www.cbar .az/page-853/el ectr onic-money-institutions
https: /www.cbar .az/page-854/payment-institutions

Table 2. Assessment of open banking services of electronic money organizations and payment organizations
licensed by the Central Bank of the Republic of Azerbaijan

Wil The potential
Consent/ Explicit . ezt OPEN | of future open
TPPs API TPPs established by banks banking ;
consent X banking
service )
. services
license
1 2 3 4 5 6
: . Yes, Central Bank of .
AniPay (Anipay) | Yes Yes Azerbaijan Republic Yes (AISP/PISP)
Akart ("A- :(5, Pasha Bank
Solutions A
. Yes Yes *AzInTelecom Yes *- (AISP/PISP)
Electronic Money o/
Institution" LLC) ez
(other partners)
United Payment
"United Payment" | Yes Yes No No Yes
LLC
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Table 2; Continued

1 2 3 4 5 6
eManat
("Modenis' LLC) Yes -/ No No No Yes
M10 ("PashaPay" LLC) | Yes Yes” Yes, Kapital Bank Yes *- (AISP/PISP)
Portmanat "Mobile
Payment Solutions' Yes Yes/No No No Yes
LLC
Mpay "Mpay" CIJSC Yes Yes No No No Yes
Epul.az
"Paysis’ LLC Yes Yes/ No No No Yes
PulPal .
"pulPal” LLC Yes Yes/ No No Yes - (PISP)
Goldenpay.az
Hesab.az Yes Yes No Yes *- (AISP)
"Goldenpay" OJSC
Baki Kart
"K Group" LLC Yes - No No No
No,
Tezpay *"Azericard" LLCis
Tezods Yes Yes/ No the first processing No Yes
"Azerikard" LLC centre in the Republic
of Azerbaijan
Payriff
"Payriff" CISC Yes Yes No No No Yes
No
Greentekpay * Partnership — .
"Greentek Group" LLC Yes Yes/No Y apiKredi Bank, Yes (PISP)
Unibank
Odero "Token
Azorbaycan LLC" Yes Yes/ No No No Yes
Epoint
"Global innovations' Yes Yes/ No No No Yes
LLC - Epoint
Yigim "Drakaris’
LLC - Yigim Yes - No No Yes
Msolution "Multi .
Solutions” LLC Yes - No Yes - (AISP/PISP)
Maxsystems.az
Pay2net.az
Exezine.az Yes Yes/ No No No Yes
"M.A.X Sistemlori
Plyus' LLC
Cibpay
"CIBPAY" LLC ves - No No Yes
Fpay *
"FizzaPay" LLC Ve Yes No Yes - (PISP)
Kashpay i ) i ) i
"Kabox" LLC

Note: * An open banking service license AISP/PISP is currently available.
Source: Data collected by the author.

1 |nformation about privacy and explicit consent is provided to users within the M10 mobile application.

https://m10.az/istifade-gaydal ari
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The author encountered some limitations while
collecting the necessary data for the study. In particular,
Yigim "Drakaris' LLC's information about the agreement
was unavailable due to the web page not working.
Msolution "Multi Solutions' LLC and Cibpay "CIBPAY"
LLC information about the agreement was unavailable on
the website. There is no data availability because the Baki
Kart "K Group" LLC mobile application is not working.
Although "Kabox LLC" is licensed as a payment
institution, information is unavailable as it does not have
awebsite.

AniPay, "Multi Solutions' LLC, "PashaPay" LLC and
"A-Solutions Electronic Money Ingtitution” LLC are
authorized to operate as an open banking account
information service and payment initiation service
provider. Like TPPs, M10 (PashaPay) digital wallet and
Akart (Azercell), which was established by the joint

120%
100%

80%

63%

60%

38%

40%

20%

0%

Explicit consent

Open banking service

activities of Pasha Bank, Visa, and AzlnTelecom, will
introduce digital card service to customers. Greentekpay
"Greentek Group" LLC, "Pulpa" LLC and Fpay "Fizza
Pay" LLC are licensed as a payment initiation service
provider for open banking, and "Goldenpay" OJSC is
licensed as an account information service provider. 38%
of licensed electronic money institutions and payment
ingtitutions can provide open banking services to
customers. Only 63% of TPPs providing open banking
services include explicit consent. Others generally
include a customer agreement and privacy policy on
transactions. Payment organizations can make digital
payments with intermediary services, and TPPs with an
electronic money organization license have the potential
to manage, control, and make payments through the
Instant Payment System for open banking services.

100%

I 71%

APl support Mobile Application

Figure 3. Open banking service capabilities of electronic money institutions and payment institutions
(August 2024)

Source: Data processed by the author.

Not only did no bank participate in the open banking
survey we sent to the Azerbaijani banks, but they also did
not respond in an informative manner. Only
AzerTurkBank emphasized that it does not participate in
such surveys. The availability of information on the steps
and activities related to open banking in Azerbaijan for
2021-2024 isat alow level.

DI SCUSSION

The first step regarding introducing open banking in
Azerbaijan was in 2021. As of 2024, open banking
legidlation, security, and responsibilities of parties
participating in open banking have been clarified, and
licenses have been provided to TPPs. However, compared
with the United Kingdom and European Union (EU)
legidation, open banking legislation was adopted after a
6-year delay in Azerbaijan. Based on the survey
conducted by the Central Bank in 2021 and the rea
situation in 2024, it is possible to note that the legal-
based problem mentioned as 60% has been fully resolved.

It is possible to note that the number of TPPs that include
open banking service is 8 in Azerbaijan, and when
compared to the United Kingdom, the number of TPPs on
open banking is 232. As of July 2024, the number of
people using open banking was 10 million in the United
Kingdom (Open Banking marks, 2024), which is equal to
the population of Azerbaijan, in addition to the number of
TPPs being 26 times more. The currently limited range of
open banking services and products does not allow us to
use the expression "fully implemented" at the application
level.

Explicit consent is one of the fundamenta parts of
using open banking and must include the structural
features covered by the EDPB. Challenges such as two-
step verification, easy withdrawal of consent, and lack of
choice about what financia information is shared have a
direct negative impact on the customer experience and
usability of open banking. Also, it isa serious nuance that
there is no free choice during the sharing of financia
information and that the list of information to be obtained
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by the TPPs is presented with consent as a template.
Thecurrent TPPs in Azerbaijan do not cover these
structural features, which remains the main problem.
Thisproblem should be solved with strict control and
instructions initiated by the Central Bank.

According to the research, the future open banking
potential of current TPPs is 80%. In addition, the maobile
application ownership rate of TPPs is rated as 71%, and
API support is rated as 100%. However, although all
TPPs have API support, only TPPs supporting open
banking services are considered to contain the Berlin
Group API standard. The development of independent
TPPs on open banking is currently weak in Azerbaijan,
and certain steps must be taken to increase it. In general,
it is possible to see the formation of development and
innovative approaches based on competition. However,
competition in open banking between parties is low in
Azerbaijan, and 37.5% (3 of 8) of licensed TPPs of open
banking services were established by banks, which
dominate the financia sector.

The availability of literature and general information
on open banking in Azerbaijan, as well as open banking
services, products, and other infographic information
provided by licensed TPPs, is currently low. In addition,
none of the banks responded to our survey on open
banking. This lack of response has made it challenging to
conduct thorough research that considers all the different
aspects and activities related to open banking.

CONCLUSION

Accelerating the adoption of open banking worldwide
plays a crucia role in laying the foundation for future
open finance and open data concepts, which also are one
of the main factors that include its absolute application.
Open banking is an approach that increases the
accessihility of financial services and products while
allowing customers to control their data and share it
securely with third-party providers. The accessibility of
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